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Outlook 2021- certificate settings for
signing

In the first step, click on "File" in the top left corner, then click on the "Options" button in the
bottom left corner.

Account Information
“ Microsoft Exchange -

+ Add Account

Account Settings

5

(e Change settings for this account or set up more.
nt connections.
Settings v ®  Access this account on the web.

= Getthe Outiook app for i0S or Android
Change

Automatic Replies (Qut of Office)
Use automatic replies to notify others that you are out of office, on holiday, or not

Office

Feedback

Options Add-ins

Exit

Automatic available to respond to email messages.
Replies
= Mailbox Settings
Eo’ Manage the size of your mailbox by emptying Deleted items and archiving.
Tools
= 48,9 GB free of 49,5 GB
B Rules and Alerts
£ Use Rules and Alerts to help crganise your incoming email messages, and receive
Manage Rules | updates when items are added, changed, or remaved.
& Alerts

Slow and Disabled COM Add-ins

Manage COM add-ins that are affecting your Outlook experience.

Manage Add-ins

In Outlook options, open "Trust Center" and here open "Trust Center Settings".

? X
General
Help keep your documents safe and your computer secure and healthy.

Mail
Calendar Security & more
Groups Visit Office.com to learn more about protecting your privacy and security.
People Microsoft Trust Center
Tasks

Microsoft Outlook Trust Center
Search
Language The Trust Center contains security and privacy settings. These settings help keep your

2 . Trust Center Settings.

computer secure. We recommend that you do not change these settings.
Ease of Access

Advanced
Customise Ribbon
Quick Access Toolbar

Add-ins

Trust Center 1.

When you open Trust Center, select "Email Security" and then click "Settings"

* \ 4 & \ 4

Prvni certifikaéni autorita, a.s., se sidlem Podvinny mlyn 2178/6, 190 00 Praha 9 - Liben, zapsana dne 12. 3. 2001v Obchodnim rejstiiku, vedeném u Méstského

soudu v Praze, spisova znacka: oddil B, viozka 7136. IC: 26 43 93 95, DIC: CZ26439395. Tel.: +420 284 081 940, e-mail: info@ica.cz, www.ica.cz



| CERTIFICATION|

AUTHORITY

Trusted Publishers ~
Encrypted email

Privacy Options
L Encrypt contents and attachments for outgoing messages

Form-based Sign-in
El Add digital signature to outgoing messages

Email Security 1 . v| Send clear text signed message when sending signed messages

Attachment Handling Request S/MIME receipt for all S/MIME signed messages

Automatic Download Default Setting: | Nastaveni S/MIME v

M. Setti
acro Settings Digital IDs (Certificates)

Programmatic Access

==| Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
‘ Publish to GAL... ‘ ‘ Import/Export...

Read as Plain Text

Read all standard email in plain text

Script in Folders

Allow script in shared folders

Allow script in Public Folders

amadl

Here you leave the default settings checked and click the "Choose..." button, where you then

select the Qualified certificate for signing. For encryption, you select a commercial (Public)
certificate.

Change Security Settings X

Security Setting Preferences

Security Settings Mame:

‘ Nastaveni S/MIME v

Cryptography Format:  S/MIME
Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

Security Labels... Mew Delete

Certificates and Algorithms

Signing Certificate:

Hash algorithm: SHA1 7

Encryption Certificate: Choose...

Encryption Algorithm:  AES (256-bit) w
Send these certificates with signed messages

oK Cancel

After choosing the certificates, confirm with "OK".
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Change Security Settings x

Security Setting Preferences

Security Settings Name:

Mastavenr SfMIME_ ~

Cryptography Format:  5/MIME

B Default Security Setting for this cryptographic message format
B pefault Security Setting for all eryptographic messages

Security Labels... Mew Delete

Certificates and Algorithms

Signing Certificate: _ Choose...

Hash algorithm: SHA1 ~
Encryption Certificate: _ Choaose...
Encryption Algorithm:  AES (256-bit) w

B send these certificates with signed messages

oK I Cancel

Now all you have to do is create a new email message. At the top you will find the "Options"
button, where you can then click on "Sign". The sent email message will be signed with the set

certificate.

File  Message Insert Trma' Text Review Help 2.
Themes ~ [ Colours~ [A] Fonts~ (@ Effects~ @ Page Colour ~ E| Encrypt ~ Use Voting Buttons ~
& v
To
B
Send cc
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E-mail encryption settings

First it is necessary to create a contact in MS Outlook and assign the (public) key of the
counterparty with whom the encrypted communication will take place — this setting must be
done by the user who will send encrypted messages to another user, as he can only decrypt the
message with the private key that belongs to the public part.

In the top left corner you will find the "New contact" button.

I .

In the top left corner you will find the "New contact" button.

File Home Send/Receive View Help ESET

R= New Contact ~ | [ 2 E% Share Contacts v o | a & Search People @
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Fill in the necessary contact details (email address is important) and assign the counterparty's
public key for encryption using the "Certificates" button; the Commercial (Public) certificate is

used for encryption.

File

g Save & Close [i]

Contact Insert Formal Text  Review Help

Delete Bz Save & New - A3 Forwadd -

Full Name,

Company

Flle as

Email. | v

M addres

Business,

OneNate

1.

4

2.

AZ General [Z] Details |  Certificates | [ AllFietds [ Email - [ AddressBook 92 CheckNames =~ [B7 BusinessCard ===

Use the ,,Import” button to import the public key for encryption to the contact.

The key needs to be imported in .cer or .der format.
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Now the certificate for encrypted communication is set up, you can save the contact by clicking
"Save and close" in the upper left corner.

File  Contact Insert FormatText Review Help

@ Save & Close |[i] Delete G- Save & New - A3 Forward ~ OneNote A= General [S] Details| ] Certificates | ] Al Fields [ Email ~ Address Book 0% Check Names [7 Business Card

Outlook will use one of these certificates to send encrypted mail to this contact

Propeties..

mport
Export.

Remove

It is now possible to send an encrypted message to the created contact.

The content of the encrypted message can only be opened by the counterparty with the
appropriate private key.

Encrypt the email message using the "Options" button and then click "Encrypt".

File  Message Insert 1Format Text Review Help 2
Themes~ [ Colours~ [A] Fonts~ @ Effects~ &) Page Colour~ | (& Encrypt ~ | § Sign £ Use voting Buttons ~
5 -
B> To
Send cc
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